
Business Week begin 1 Feb – Security of Information 

 

Learning Intention: 

• To understand the importance of securing information within a business 

 

Success Criteria: 

• To know what is available to help secure information  

• To be able to state principles of the Data Protection Act 

 

Lesson Information 

The lesson contains text and questions on the above topic 

 

Pupil Task:  

• Read each section of text. 

• Answer the questions that relate to the text. 

• Questions will get harder as you go through them, meaning you may find you need 

to stop, or email your teacher for help. 

  



Storage and Retrieval of Information: Security of Information 

Why do organisations use passwords? 

 

Passwords are used to prevent unauthorised access 

to computer files. Passwords are made up of 

letters, numbers or a combination of both. Often 

passwords are used along with user identification 

(ID). The computer operator has to key in her/his 

own ID and then key in her/his own password 

before files can be opened and data accessed. 

 

Password = a code made up of letters, numbers or a 

combination of both which must be entered on a 

computer system before files can be opened and 

data accessed 

 

DO DON’T 

• change your password regularly 

• use a mixture of upper- and lower-

case characters 

• use a combination of letters and 

numbers or unusual spellings of 

words 

• memorise your password 

• keep your password confidential 

• write your password on a post-it 

and stick it on to your VDU 

• write your password on a piece of 

paper and put it in the drawer of 

your workstation or write it in your 

diary 

• use real words 

• use your own name, names of 

relatives, birthdays or house 

numbers as passwords — these 

may be easily guessed or worked 

out 

• tell anyone else your password 

 

  



How should pen drives be handled and stored? 

 

DO DON’T 

• label all drives accurately 

• store in safe location 

• slide drives gently into the usb 

drive 

• store pen drives in lockable boxes 

when not in use  

• stick one disk label on top of 

another 

• place heavy objects on top of disks 

• force drive into the usb drive 

• remove pen drive from the usb 

drive when its light is on 

• place disks near a magnetic source 

(including on top of the processor 

or monitor) 

• expose disks to strong sunlight or 

high temperatures 

 

What methods do organisations use to keep ICT software and data secure? 

 

• passwords 

• security/lD cards and keys — these need to be inserted into the computer 

to gain access to the system 

• other security devices — voiceprint, fingerprint, iris ('eye') or signature 

scanners may be used to control access to systems 

 

An organisation may decide to restrict access to 

particular folders or files on a 'need to know' 

basis, eg the entry of a wages assistant's user 

ID may allow access to wages files only. In some 

organisations, employees may be required to 

make a written request before being able to 

access certain files — the request will have to 

state why the employee wishes access to the files and may require to be 

authorised by the employee's line manager. 

 

  



What is a computer virus? 

 

A computer virus is a program which has been 

created to interfere with computer systems. The 

virus may result in a message (supposedly funny) 

being displayed on screen, the system failing or 

hard drives being wiped of information. Viruses 

can spread from one computer to another by 

copying themselves on to disks — when the 

infected disk is used in another computer, it will 

transfer the virus to the other computer system.  

 

Viruses are often spread through infected e-mail — when the infected e-mail is 

opened the virus is transferred on to the computer system. Viruses can be very 

damaging and costly to organisations. It is, therefore, important for 

organisations to protect their computer systems by installing effective anti-

virus software.  

 

The anti-virus software can be set to automatically scan and clean ('disinfect') 

both the computer system and any disk placed in the computer. Organisations 

must ensure that anti-virus software is updated on a regular basis. 

 

What should a computer operator do if she/he has to leave a workstation 

(even for a short time)? 

 

• activate a password-protected screensaver or carry out 'save and shut 

down' procedures — this avoids sensitive information being left on screen 

• remove any working pen drive from the usb drive 

• write-protect the pen drive  

• store the pen drive in a lockable box (the box should be stored in a 

cupboard — preferably in a separate room) 

 

Where employees use computers in areas which are open to the public they should 

make sure that computer screens are positioned so that they cannot be read by 

visitors. 

Printouts should not be left lying around workstations for other people to read. 

 

  



What is meant by 'back up procedures'? 

 

Computer data should be copied (backed up) regularly 

as data held on a computer disk may be lost or 

corrupted due to: 

 

• computer system faults- resulting in programs 

failing 

• fire, flood or computer virus 

• malicious damage to hardware or software 

• theft of the computer and/or disks 

• power to the computer being accidentally 

interrupted or disconnected. 

 

An organisation should have procedures for backing up important data on a regular 

basis. Whenever a large amount of information has been keyed in or updated, a 

copy should be made – information should be backed up on to a separate server 

or on to pen drive. In large organisations, backing up may be done automatically 

overnight. The back up copy should be stored separately from where the original 

(master) file is kept — preferably in a locked fireproof cabinet in a different 

building. If something happens to the master file then the back up copy can be 

used. 

 

Back up pen drives should not be kept near the computer— a thief is likely to 

steal the disks along with the computer system. 

 

 
 

  



What are the main provisions of the Data Protection Acts (1984 and 

1998)? 

 

The Data Protection Act (1984), superseded by the 

General Data Protection Regulation (GDPR), was 

introduced because of concerns about personal privacy 

following rapid growth in the amount of data being held 

on computer systems. 

 

This provide rights for individuals and require organisations to follow good 

information-handling practice. The Act covers information stored on computer 

systems — it does not cover manual records, ie information held in paper files. 

 

(The Data Protection Act 1998 sets a standard for data protection throughout 

all countries of the European Union. The 1998 Act applies to some manual as well 

as computerised information, eg health records, school records, and some social 

services and housing records.) 

 

The General Data Protection Regulation (GDPR) is the toughest privacy and 

security law in the world. Though it was drafted and passed by the European Union 

(EU), it imposes obligations onto organizations anywhere, so long as they target 

or collect data related to people in the EU. 

 

Anyone (apart from a few limited exceptions) who holds information about living 

individuals on a computer must be registered as a data user with the Data 

Protection Registrar. Following registration, data users must comply with the 

Data Protection Principles.  

The Principles state that personal data must be: 

• collected and processed fairly and lawfully 

• held only for the specified and lawful purposes described in the register 

• used only for the purposes described in the register and disclosed only to 

those people described in the register 

• adequate, relevant and not excessive 

• accurate and kept up to date 

• held for no longer than necessary 

• protected by proper security. 

  



The Principles also state that individuals must be able to access the data held 

about themselves and, where appropriate, have it corrected or erased. 

Where a data user does not comply with the Principles, the Registrar can serve 

three types of notice: 

 

• a deregistration notice (cancels the whole or part of a data users register 

entry) 

• a transfer prohibition notice (prevents the data user from transferring 

personal data overseas). 

 

Failure to comply with any of the above notices is a criminal offence. 

 

 
 

  



Questions 

 

The questions should get harder as you work through them, do as many as you 

can (question 1 – 6).  If you have a question email me and I will help you, or wait 

until the Live Lesson or CheckIn time. 

 

Question 1 

 

Duncan Taylor is a new employee at Happy Jacks, a large employment agency. 

Duncan has been asked to make up a password which he must key in on his 

computer before he can access files. Duncan has suggested DT300580 as an 

easily remembered password - his initials and his date of birth! 

 

a) Suggest why DT300580 would not be a suitable password. 

 

b) Prepare some advice for Duncan on making up a suitable password. 

 

Question 2 

 

You are the Administrative Assistant in a large organisation. The organisation has 

experienced the following problems with pen drives: 

 

A. it takes employees a long time to find particular files because many of the 

pen drives are unlabelled  

B. some of the pen drives have been damaged during transportation 

C. the information on some pen drives has been erased because they have 

been stored in bags with magnetic fastening clips 

D. some pen drives, which were left beside computers overnight, have 

disappeared. 

 

Suggest procedures which should be followed by employees to overcome each of 

the above problems. 

 

  



Question 3 

 

Look at the picture below 

 
Suggest procedures which should be followed by employees to overcome each of 

the above problems. 

 

Question 4 

 

Your organisation deals with a lot of highly confidential and sensitive information.  

There have recently been a number of instances where unauthorised employees 

and visitors to the office have read confidential information left on computer 

screens whilst staff have been away from their workstations. 

 

Suggest a procedure which should be followed by staff when leaving their 

workstations in order to overcome the problems. 

 

Question 5 

 

A) Why is it important for an organisation to have procedures in place for the 

backing up of information stored on the computers. 

B) Suggest a straightforward back up procedure which should be followed by 

staff who are keying a lot of information into computer files. 



Question 6 

 

a) What is the purpose of the Data Protection legislation? 

b) List four principles contained in the Data Protection Act. 

c) Describe the type of action the Data Protection Register can take if a data 

user does not comply with the Principles. 

 


